Guarantor Authenticates User 
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3/3 



-100 



Guarantor Creates 
Authentication Document 
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Merchant Processes 
Transaction Request from 
User if Digital Signature is 
Authentic and Authentication 
Document is Valid 












Guarantor Adds Digital 
Signature to Authentication 
Document 
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Merchant Validates 
Authentication Document 












Guarantor Encrypts 
Authentication Document 
with Recipient Merchant's 
Public Key 
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Merchant Authenticates 
Guarantor's Signature 












Packages Encrypted 
Authentication Document as 
Open Cookie 
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Merchant Decrypts 
Authenication Document with 
Private Key 












Transmit Open Cookie to 
User 
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User Navigates to Recipient 
Merchant Site and Uploads 
Open Cookie 
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